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g Security for Widely Distributed Systems - Over all A
Approach

Our scientific environment:

¢ multi-user instruments at national facilities

¢ widely distributed supercomputers and large-scale stor age
systems

¢ datasharingin restricted collaborations

¢ networ k-based multimedia collabor ation channels

Involvesfacilities, collaboration, and stakeholder sthat are diffuse:
geographically distributed and multi-organizational.

Thisgivesriseto arequirement for distributed management of
kolistributed access control.
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/G oals

Capabilitiesand toolsin our computing and communications
environment that reflect the societal modd!:

¢ stakeholdersindependently make assertions
¢ dynamic and easlly used mechanisms

¢ Slrong assurances

N
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" TheGeneral Security Model for Access Control A

The goal of the security model isto be ableto support a variety of
policy models, including flat and hierarchical authority, and
decentralized and centralized management of accessrights.

Thesecurity model providesfor controlling accessto resourcesvia
restrictionsimposed by several types of use-conditionsthat are
defined independently by multiple stakeholders:
. access groups are defined implicitly by requiring a set of
attributes
. actionson resources may be further restricted by requiring
additional attributes (evaluated independently of access)

. operational requirements (e.g. time-of-day) are defined and
satisfied by “data fields” in attribute certificates

These use-conditions are satisfied by (certified) attributes of those

fntities trying to gain access to resources. )
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Security Model

composite
access-group -,
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Access Groups are Defined by Several Required Attributes

N
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/Am:)roach

¢ Architecture:

. data driven certificate analysis (no semantic analysis of the
use-conditions)

. user capability (verified, required attributes) are provided to
the protected resource to enable fine-grained control

. existing services provide end-to-end security

¢ Certificate management

N
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Approach

o Certification ' | Attribute Authorities Authorization Authorities dog&ﬂ'}gg S'e%réregted :
= Authorities ' | (user characteristics) (resource owner generated by many i 3 dent :
8 _ (identity - eg. X.509) | use-conditions) y many independent
55 ! principals !
£ P
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% ¢ use-conditions the signing
(o) ¢ attributes authorities)
|
; sy :
I policy engine I
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5 1 ¢ Ensure stakeholder representation 11\
= | ¢ Evaluate policy and verify certificates I
3 I (i.e., matches use-conditions and attributes) I Stakeholder
1| ¢ Issuean access capability for an entity (user) 1 identities
| |
I authreq # v resp : i
User | secure platform
identity _ a&'\og‘ ~ access control gateway : r eSOUT Ce
ak)‘“o“la ¢ Acquire capabllltyfrom pollcy engine. ———_ | + fine-grained access control:
\ y ¢ Enforce “check immediate” requirements (e.g. — enforce profiles of permitted
o 1 re-authenticate user identity and/or use-conditign actions, parameter ranges
g user 1 certificates, collect payment, etc.) I timesléts etc ’
g client ! : . : o :
application 1 _ Security services | 1 ¢ content - e.g. data_—o_bjects,
(e.g. Web ‘ ¢ Set up security context between user-client and compute server, digital
browser) : resource, using, e.g. Apache/SSL or SPKM/GSS |1 library, instruments, etc.
h o oo e oo o o on o o o e e e o e e e e sw sw ol
\_ Figure 2. The Overall Architecture of the Authorization Certificate Approach
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Policy M odel
/Policv M odé€l )

A policy model isbuilt on ageneral security model in away that will
support the access policiesneeded in a particular resourcedomain.

Thecharacteristics of a particular policy model - e.g. hierarchical
authority with delegation - isa function of theresource/
application domain.
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Policy M odel

ILI:I!'H-L Beveese Libsses — Togebeve ] D s
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¢ designates collection owners

wide
Proi ect el
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¢ owned by summary :
project P ¢ owned by collaboration curator @ Domains of Control and
¢ available ¢ availableto DOE Labsand collaborators Access
only to
proj ect o .
s “--‘. LSL b Library --*'ll.vlmullm‘
o —_— : Group summary data
i 1 ¢ owned by group curators
iy T { ¢ availableto collaboration onl
o ke X

Individual investigator’s d
¢ owned by investigator
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Policy M odel

http://ImgLib.Ibl.gov

with scope sub-tree
issuer= Webmaster

required_attribute “DN Mary Thompson”
enables (read and write and create_co)
for http://imgLib.gov/Lung_Collab

- The master delegatesto Mary
Thompson the authority to manage the
Lung_Caollab collection.

®

Lung_Collab
A

- Mary Thompson establishes the general access group

for the collection. This access group may only be

required_attribute (group = “Lung_Collab Group” or

further restricted from this point down.

Imaging and Distributed Computing Group,
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5 § O=Sandiaor O=LBNL or O=LLNL) - Another certificate at thislevel grantsread to this
g 2 enables access for http://ImgLib.lbl.gov/Lung_Collab same group.
® with scope sub-tree @
% § issuer= “Mary Thompson”
® -% . . y A .
g g reuired_aftribute gr(_)up—group_a_admln - Mary Thompson del egates management of the group_a collection to
o 3 enables (read and write and create_co) anyonein group. a.admin

8 for http://ImgLib.gov/Lung_Collab/group_a S .

° with s!:oope sgu]b-trge - J pC_3> - Another certificate would define the access group as Lung_Collab only.

issuer= “Mary Thompson”
o
orofp_a >
(@20
% ﬁ (required_attribute “CN Mary Zolar” _enables (read and -JmBean(in gr_oup_g_adml n) delegates data_a collection
g3 write and create_co) and (required_attribute “DN John management to investigator Mary Zolar and grants John
2 Walker” enables (read and write) Wal k_er _(Zolar co-worker) read and write (object create)
for http://ImgLib.gov/Lung_Collab/group_a/data_a permission.
T 3 with scope sub-tree @
L © issuer=“Jim Bean” . .
Y \ Figure 7. Access Control Policy
2 0
\% 8  data a dath b data c Model Example
11 "
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Thefollowing figuresillustratetheflow of control and infor mation

In the Akenti access control system.

N
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i » John Walker
‘, (Mary Zolar co-worker)
University of Montana-Missoula

).
Mary Thompson ‘
(Lung collab. leader) .
UW, Milwaukee
http://lung.biﬁjwr\n.edu ) ”
—-A‘" '
’ Mary Zolar

http://ImgLib.Ibl.gov

Digital Library |
—I—'_-'_ =

- B
Widget Lung Callaberaiian
Brojecy Golleclion summary

: Paililicty availafile
I E = m‘ Informaliong
e [
r 1 =

- b7 - | summary | | E—
' e = I~ (data_a owner)
E?“:‘m h\ﬁ_‘ LSU
investigator's catag JEGR: *
Jim Bean 70
(group_alead) Qa@
U. of Alaska _
*\ @ Figure 9. Access Control - Step 1.:
http://bio-a.alaska.edu A request for accessis r_nadeto aprivate data area of the
% O digital library on ImgLib.lbl.gov
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Identlty certlfléga% vide one set /
of user
John Walker

%500 Cortification Authority (Mary Zolar co-worker) 2A
—E University of Montana-Missoula
-] F
_.TH_ s Gl 5
me s 2A)  validated Mary Thompson ﬂ%"‘"’“_ _—
collaboration identity attributes 1| (Lung collab. leader) ' == =
Certification Authority ~UW, Mllwaukee ) — =
. / =
Idap./)glow—plug.ml.gov http://lung. b|o uwm edy /= — .'—'_"“"‘-".'
http://ImgLib.Ibl.gov use-condiions W ey oren
T = her of
| Digital Library '_ \\H ; attribut e
defined by the
- m stakeholders
request Publlicly available and certified
for access m inlormatiang esignated
Fami e W authorities.
) i I.IJI'I1I'I'I-HI'5I dadnd| © = Mal’y ZO|aI’
. w *1 (data_a owner)
Eﬁ = U
Investigaior's duie] RN *7 http://bio.Isu.edu
Jim Bean
roup_a lead .y . "
U. o I[,)qaska ) tr+ B Figure 11. Access Control - Step 3
= The use-conditionsrequirethe user to possess a set of
htto://bio-a.alaska.edu g ;__': attributes. These attributes are collected and checked.
P ' s i (Some of the attributes come from the user’s identity
L % e e certificate.) Y
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== Figure 12. Access Control - Step 4
= The access control decision (affirmative) is passed to the
http://bio-a.alaska.edu = == R — Web server that then establishes a secure communication
O — et channel to the requester.

- /
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4 N

Certificate I nfrastructure

How arecertificates generated and managed isa key factor for the
usability of the access control system.

¢ Must bevery smplefor theuser
¢ Must berelatively smplefor stakeholders

¢ Must not be an administrative burden

Netscape hasbuilt anice collection of certificate management tools
and user interfaces, and our implementation usesthese facilities.
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Certificate I nfrastructure

i Display Certificate - Netscape

- Netzcape

, Your Certificates

| Security Info You can use any of these certificates to identify yourself to other people and to weh sites.
Commumcator uses your cerificates to decrypt mformation sent to vou. Your ceriificates
Passwords . - ;
are signed by the orgamzation that issued them.
Navigator The Netscape 4 /
Messenger These are your certificates: Communicator

(el

Ja@i&i\\\\&§\\\'& Williarn E. Johnston - maat. bl gov's Lawrence Berkeley Mational Laboratory 1D e | SeCU”ty interface -

Iogassteatyy | dont,
T\\@\\\?\Zerﬁﬁcates \\\ erify after an Identlty
Viurs J Delete | certificate has been

g Export | installed.
Wehb Sites

Y,
T

In general, userswill

Stgners probably have several

Cryptographic _ _ . ...
Modules You should m_ake a Copy nf_you:r certificates and keep them na safe place. Ifynu EVEL identities.
lose vour cettificates, you will be unable to read encrypted mail you have received, and you

may have problems identifying yourself to web sites.

Get a Cerificate. . | Irmpart a Certificate. ..

I Cwe g8 << o0 S =EE&E |0

1| | o
I %l Cancell Helpl

I

https:fidee-calbl cov/oms Yop=getBySenal&senalumber=1c

in order to import this certificate mto your Mavigator's list of Personal Certificates. If thas certificate 15 for use by another user or
by a server, you can forward this page to that user or to the server's admirstrator to facilitate mstallation.

N )
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Certificate I nfrastructure

\

~: Hetzcape: Metzcape Certificate 5ervice Menu

File Edit View Go Bookmarks Options Directory Window Help EStabl I g’]
<,1o| | & 5 al » user identity:
Back \\\\\\&\\\\K\K%&\\\\\&K\\\\ Images

1]
Open Frint

Fird e
T BNl therequest to
N o
What’s N‘W&\“ﬁ\ﬁ\\\\j eshnatmns' Net Searchl Penplel Snftwarel the
. NETSCAPE CERTIFICATE SERVER 7 certification

CERTIFICATE
SERVER

authority.

Public E

MQ\{\\\\
§\\ Beguesta Pe::sc-na\\\
Cextificate
N
\\\\\\\\\\\\\\ \\\\\\\\\\\\\\\\\\\
Eeguesta Serwr
Certificate

Search for
Certificates

List Certificates

Accept This o » ) )
Authoyity in ¥ous Welcome o the Metzcape Certificate Senver] The certficare server allows wou to create, sign, and manage public-key
Havigatot certificates.

%&ﬁfr—h"? v The left frame in this window displays a menu of operations that you can perform. There are two menus available:
uthor it in ¥ oue

Serwer ® Public Memu. If you need to request a cerdficare, search for certficares, tst o certficate authority, or review

Fewiew Certificate a certficate revocation list, use the operations available in the Public kenn.

Eesrocation List

To access the Public Menn of operatons, click the Public button.

» Privileged Menw, If vou work for this cerdficare anthority as an issuing agent or adiinistrator, and you need to
issue certificates, revoke certificates, or update the certificate rewocation list or the directory server, nse the
K operations available in the Prvileged henn.
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Certificate I nfrastructure

-~

cile  Edit

Wiew Go Communicator Help

Back

Forward Reload  Home  Search  Guide Frint  Security  Stop

J'Euokmarks \&. Netsite:Ihttps:a’a’idcg-caa’

e

W\\\W \\\\\\\N\ ~
NETSCAPE \\\Request a Personal Certificate _J
ER [ : M \
{': 2 F'T] e ATh \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\
SERVER This farm will help you put together the infotmation that t youneed ta subimit a request for a
personal certificate.
ILMPORTANT
Whew making fhis request pow must wse the Navi gafor in which pow wish fo use the cerfificafe.
Public |1 User's Name
Public Menu Enter values for those fields that you wish to have i your certificate. Your site may require vou to fill
i certain fields,

Eeguest a
’ Personal

Centificate Your Full Name: Willism E. Johnston - maat.lbl.gov

Request s Login Name: johnston

Setver

Cerificate Your E-mail Address: wejohnstonflbl.gov

Search for

Cettificates Organization Unit: ICSD

List Or ization: awrence Berkeley National Laboratory

Cettificates

Country: Us

&ccept This

Authority in

Your W Checlk here if this certificate will he used for electronic mail

Hawvigator

Accept This Contact Information

Authority it ] ] . ]

Vour Server Enter an e-mail address or phone number at which you can be contacted regarding this request.

Eewiew ]

Cettificate E-mal wejohnstonflbl.gov

Eevoecation

List FPhone: 510-3286-5014
Imaging and Distributed Computing Group, 20 .
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Certificate I nfrastructure

-

¢ Sakeholder interaction A

Use-condition certificates specify a set of attributesthat must be
presented in order to allow accessto, and actions on a resour ce.

N J
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Certificate I nfrastructure
: | -c Conion Certiicoto Goneator _____ — !Iill!i h

il *< Use Condition Certificate Generator

{y~* USE CONDITION CERTIFICATE GENERATOR | <2 f

!
L J
@ Enter the URL of the resource to which vou wish to allow access
http:/ Awww-ite.lbl.gov/Akentl.testwe|

S r
U, o=lLawrence Ferkelewv Nationgl Laborgtorw. o=lUS

¢ By namingtheresource, the use-condition issuers
(stakeholders) areidentified (the .ntauthority file for the
resourceisretrieved)

il |

¢ Authority scoping isdependent on the nature of theresource
policy model. For Web server s scoping is established by the
location of the stakeholder in thedirectory hierarchy.

N J
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Certificate I nfrastructure

w—_;ﬁ
¥-= USE CONDITION CERTIFICATE GENERATOR r«reri| :'

| 7™ ¢ Pick the stakeholder
% e o UL o st ot st il o personathat will issue
Resource | [ b e bl v Akt et e this use condition and

- unlock the signing key

Choose Use Condition Issuer and its CA

b
3 CRTMIIRY  ..c S Avoriy

IEET o o Authoriy ) s

e =
| ]
|ooanraxces.
| REFEL TR

S s TTTEga
WCihCoedg
M= B3

PLELmmariay
OpieFiinlyi

S PRINEE NSRS william E- Johnston sgl W e
T

(Passphrase this key was encrypted with) o
”
B

N
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Certificate I nfrastructure

/
EXPRESSION BUILDER

Build Expressions and choose Attribute Issuer and its CA

@ Select
m Attribute Select

Select Value Attribute Verifier
Attribute Mary R. Thompson Verifier |TDCGCA _

I — WllhamE Johnston - maat.lb
o - E> Hekha 8. Mudumbal - sa IDCGCA E>

Wllllam E Johnston ul
[ I

ol

on LI _|AND _|OR [T ADD ATTRIBUTE/VALUE. PAIR LD

Building Fxpression

en = William E. Johnston ul and en = Srilekha 8. Mudumbai - sandy1@lbl.gov;

H

] ] -

||1|

¢ Theuse-condition certificate specifiesrequired attributesand
values, together with who istrusted to attest to those
attributes.

¢ Attributesmay be arbitrary name-value pairs, or a
component of an X.509 distinguished name.

Imaging and Distributed Computing Group, 24 s
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Certificate I nfrastructure

Choose the Subject CA

1

1

@

] Certificate Authority to validate the user (subject) of the resource
1

?

¢ I[ftherequired attributeisfrom an X.509 certificate, then the
CA of theuser isthat which issued the identity certificate

¢ Iftherequired attribute isdefined by the stakeholder, then
theidentity verifier of the user must be separately specified.

Imaging and Distributed Computing Group, 25
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Certificate I nfrastructure

N

Enable Access/Actions

I

1

@

' If aceess is checked, then all users must satisfy this use condition.

otherwise, the use conditions apply only to these actions chosen.
uable Fhccess
Wrlte
modify

¢ Inaddition toundifferentiated accessrights, the use-condition
certificate can encode qualifications on actions. The policy
engine extracts the permitted “actions” as uninterpreted
keywords and passes them to the resource server where the
action keywords are associated with methods that act on the
resource.

Imaging and Distributed Computing Group, 26
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Certificate I nfrastructure

N

> Scope of the Use Condition

Set scope of your use condition

m The scope of the use condition may be applicable to only its level and/or its sub levels

[u] = =] in ‘T on hd

—

¢ For resourceswith a hierarchical policy model, the scope of

the use-condition certificate must be specified.

Imaging and Distributed Computing Group, 2r -
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Certificate Infrastructure

Review Use Conditions Set

IF <expression> THEN <action(s)> WITH <secope:>

IF en = William E. Johnston ul and en = Srilekha S. Mudumbai - sandy1@Ibl.;

Attributes, Attribute Certificate Issuers and their CAs

Subject CA Laboratoryft]U:ICSD}CN:IDCG—Q’-\E =IDCG-CA™ "/C=US/0=Lawrence Berkeley Nati

iaseslPPeFerenceleuitl

Use Condition Issuer =ICSD/CN=William E. Johnston sgT

i-id,Chapter | [sysadn|

sion [3DES (341 [12

Use Condition Issuer's CA Laboratory,/OU=ICSD,/CN=DCG-CA it | Search, .. | Hore. .. |
ilahle in pression  |3DES [14.37

Internet S
= Day but
Add more Conditions ###xx5UNSO
yet recei LI

zigned it
® versiaon o

N /
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Certificate I nfrastructure

M GENERATE KEY AND REQUEST FOR SERVER ¢

Certificate Issuer DN boratory/OU=ICSD/CN=William E. Johnston sg1

**************** i
Generate key and certificate Quit Application

¢ Signing key and certificate requests are generated by a
program run in the issuer’s local environment

¢ The encrypted private key and the certificate request are kept
In ~issuer/.Akenti

¢ Once the certificate for the signing identity is issued, the
“Identity” is portable - like Netscape v.4 private keys, it may be
moved from system to system.

N )
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Certificate I nfrastructure

J JvBookmalks ./

Hetsite: Ihttps:.f'.f'idcg-ca.u"

NETSCAPE
CERTIFICATE
SERVER

Public E |

Request a Server Certificate

This form allows ywou to submit a reguest to this Certificate Server for a certificate to be used in another Netscape Server. The request

should be generated using the admindstration forms for the other server. Inthat server's admindstration forms, wisit

Encryption | Reguest Server Cettificate.

Server Certificate Request

Cut and paste the server certificate request into the text area below.

Public Menu A
Certificate Regquest: =
Request a Data:
Personal Version: 0 (0x0) 1 1]
Certificate Jubject: C=1U3, OC=Lawrence Berkeley National Laboratory, O ‘ Any external Iy
Subject Public Key Info:
’ g_eeum Public Key Algorithm: rsaEncryption
erver ; . ;
= Fnlic Keg: (324 bit) generated
S parch for 00:d3:bha:5d:el:lcied:dd:foias:12:d6:62: b7 20 .o
Chertifisates 3b:cn:f5:72:c3:54:af:95:7f:b2:51:40:31:e9:19_:|;| Certlflcate request
1| | 3
List .
Cotficetes Contact Information IOO kS I I ke a
Aecept This
?D_%mm Enter nformation that can be used to reach you regarding this request. “Se rve r” req u est to
Mavigator I
Name: |Tilliswm E. Johnston
| 2= the Netscape CA
Authosity in E-mail: IthnstDn@george.lbl.g e e Sca e
Your Server - . .
Prone: [Fio- e 5014 Interface - this,
Certi.ﬁca’_ne
fﬁm Additional Comments To Issuing Agent h Oweve r, IS a
Enter any additional comments directed to the person who will process your ceritficate request. . . k
ALkenti signing certificate redquest ;I S I g n I n g ey
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Certificate I nfrastructure

-

j wthookmarks N BT it /idco-cal

NETSCAPE Server Certificate Signing Request
CERTIFICATE
SERVER Your request has been submitted and will be processed by a representative of the certificate authonity, Please include the reference
number below when inquiring about this request. You should save thiz output until vou recetve the requested cerificate.
Piiblic t Reference Number: 3%
Public Menu Subject Name
Regquest a CH=William E. Johnston sgiZ, CU=IC3DL, O=Lawrence Berkeley National Lshoratory, C=U3
Eersonal
Certificate Subject Public Key Information
’ Request a Algorithm: PECS #1 RSA Encryption
Servet Public Key:
Centificate Hodulus:
Search for O0:d3:b2Z:5d:re0:leredidd i feradbilzideiez i h7i2ei3hic0iE£5: V23 5drafi9a:
Certificates TfihZ:61:40:31:e9:19:d7:68e:b59:90:££:61:97:a7:99:00:4e:36:cliea:gd:iqd:
dl:8e:1f
List Public Exponent: 65537 (0x10001)
Certificates
Requestor's Contact Information
Accept This
Authority i
oy Name: Wiliam E. Johnston
Mavigator E-mail: johnston@zeorge. bl gov O h . 1
Accept This Phone: 510-488-5014 ‘ nce t e S gnl ng
Authority in
Your Server . o o : 1
| Reguestr's Additora Conments certificate isissued and
Rewview
Certificate hkenti signing certificate request .
o stored in the LDAP
= ored in the
database, it isavailablefor
Imaging and Distributed Computing Group, 31
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g CDS: A Simple Akenti Application A

¢ Access Controlled Data Sharing

CDSprovidesfor uploading and downloading filesto and from an
area of a server that isaccess controlled by use-condition
certificates.

Thefile may be described by a ssimple annotation.

Thegoal isa secure and easlly used, group-oriented, data sharing
facility.

N J
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Application

F Netscape: Index for shared
File Edit Wiew Go Cormmunicator

'| W" Bookmarks .&. Location: lﬂlttpsszrockyfshared!
j x|

Index for shared

Load files to this directory | Load filel

santa.jpg |_delete
—— Loaded on Fri Dec 19 18:07:01 PST 1997 by Mary R. Thompson

This is a larger jpeg file

sidelist.html [_delete
—— Loaded on Wed Dec 3100:22:31 PST 1997 by Mary R. Thompson

A small colorful html page

giftrans.c _delete
—— Loaded on Wed Dec 3100:48:32 PST 1997 by Mary R. Thompson

a medium sized c file

uname | _delete
—— Loaded on Thu Jan 1 12:18:57 PST 1998 by Mary R. Thompson

This is sun binary, just to be sure loading of binary files works

anewfile '_delete
—— Loaded on Tue Jan 6 12:19:09 PST 1998 by Mary R. Thompson

loaded just to the experimental akenti system

| Delete selected files

N

User view of CDS
annotated file
directory.
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Application

F Netscape: setup shared files |r—F|—J'_|F|
File  Edit View Go Cormunicator Help |
T‘ W" Eookma ks .& Location: [E1ttp8:f!rncky!sharedfsetup. cgl ,‘| |

Debugging output for shared —setup /C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/UID=mrt/CN=Mary R. Thompson/Email=mrthompson@Ibl.gov
has rights: read write

Akenti access check for /shared

The identity

C=US

O=Lawrence Berkeley National Laboratory
OU=ICSD

UID=-mrt

CN=Mary R. Thompson
Email=mrthompson@1bl.gov

has rights: read ,write
In directory /shared

N

Theuser can query
the current access
rights.
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Application

-

File Edit Yiew Go  Communicator

Help

T‘ W" Eookma ks .& Location: [E1ttp8 s ffrockySshared/setup. cgi?dir_name=sharedfdelete_file=unamess ,‘| i

N

Debugging output for shared —setup /C=US/O=Lawrence Berkeley National
Laboratory/OU=ICSD/UID=mrt/CN=Mary R. Thompson/Email=mrthompson@Ibl.gov
has rights: read write

LBNL Image Library - - Delete a file
Do you really want to delete the following file(s) from shared

uname

anewfile

DELETEl

Go Back

Delete capability is
granted separately
from access.
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Application

F Netscape: setup shared files |_F|_3—|F|

File Edit Yiew Go Communicator Help‘

-| wt' Bookrrarks Q& Lacation: IE_https:/ilSl. 243 2. 48/shared/setup. cgl?dir_name=sharedfaction=Load /]
b |

En

Debugging output for shared —setup /C=US/O=Lawrence Berkeley National
Laboratory/OU=1CSD/UID=-mrt/CN=Mary R. Thompson/Email=-mrthompson@Ibl.gov
has rights: read,write

LBNL Image Library —- Upload a file

Destination directory name Is hared

Destination file name | testbinary

Enter any comments about this file:

This iz a binary file

J

=l =]

Path name of source file: in/solaris/mbone vor Browse.. |

send_filel

N

Upload isintended to
besmple, and
providesfor
free-form user
description of thefile.
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Application

T‘ W" Eookma ks .& Location: [https: //131. 243, 2 48/shared/storefile. cgi ,‘| M|I
Debugging output for storefile
{C=US/0O=Lawrence Berkeley National Laboratory/OU=1CSD/UID=mrt/{CN=Mary R.
Thompson/Email-mrthompson@1lbl.gov has rights: read write
Content_length is 8385
8290: Content—Disposition: form—data; hame="dir name”
8288:
8280: shared
&3 - 318761657324724
next block is:
Content-Disposition: form—data; name="dir name”
shared
8184: Content—Disposition: form—data; name="file hame”
8182: . . .
8170:estbinary Filtering the audit
814 - 318761657324724
next block is:

Content—Disposition: form—data; name="file name" I Og WI I I pr OVI de u%r

testhinary

gg;g Content-Disposition: form—data; name="comments feed b ack .

8049: This is a binary file

&03: - 318761657324724

next block is:

Content—Disposition: form—data; name="comments”

This is a binary file

7932: Content-Disposition: form—data; name="userfile"; filename="mbone vcr"
7930:

next block is:

Content—Disposition: form—data; name="userfile"; filename="mbone vcr"

dir name is shared
file name is testbinary
comments are This is a binary file
Filelength is 7930 keyle i
fhomgeiiael .roc

tdocs/shared/testbinary

Message from script create tags:

Successfully created file /home/imglib3/http rocky/htdocs/shared/testbinary
ngﬁ& for shared
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Application

-

| W“ Bookrra rks gﬁ. Location: [E1ttps:f;‘131. 243 2.48/shared/homepage. htnl ,r‘|

Load files to this directory | Load filel X

santa.jpg _Idelete
—— Loaded on Fri Dec 19 18:07:01 PST 1997 by Mary R. Thompson

This is a larger jpeg file

sidelist.html | _Idelete
—— Loaded on Wed Dec 3100:22:31 PST 1997 by Mary R. Thompson

A small colorful html page A new Shar ed fl | e haS
giftrans.c | _ldelete been Cr eat ed .

—— Loaded on Wed Dec 3100:48:32 PST 1997 by Mary R. Thompson

a medium sized c file

uname _ldelete
—— Loaded on Thu Jan 1 12:18:57 PST 1998 by Mary R. Thompson

This is sun binary, just to be sure loading of binary files works

anewfile _Idelete
—— Loaded on Tue Jan 6 12:19:09 PST 1998 by Mary R. Thompson

loaded just togh

testhinary _delete
—— Loaded on Mon Jan 12 17:22:34 PST 1998 by Mary R. Thompson

This is a bife

| Delete selected files|
N J
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Application

Userswill be ableto
guery who defines
use-conditions, but

not the specific
use-condition.
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